To work Day

Dionysis Tsoumas, Director of DevOps

GWI



Ok, let’s do this!

01 Ourstack

02 How did we get here?
03 Ourtools

04 Tests and dashboards
05 Gamifying results



Bonus

What is chaos
engineering?



Our stack

Monitoring & olbservability

Prometheus operator
Thanos

Grafana

Lok

Tempo

KB

OpsGenie

The Rest

Kubernetes clusters on GCP
GCP monitoring for fallback
sentry

LinkerD

Chaos mesh



Is chaos engineering still relevant?



Almost real life example
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Bring your chaos to work

2 days event, where we tried
to bring down our staging
and monitoring platforms

Possibilities were endless



LinkerD ”%*



And of course chaos

mesh g‘;&

https://chaos-mesh.org/



Prep work: Let’s talk about tests

Chaos mesh LinkerD

e Stress Test e Fault injection
e Pod Failures

e Network Delay



Should we have a peak?



Prep work: Let’s talk about dashboards

Logs Error Rate for client services

gwi-central

thanos-query thanos-query-frontend

thanos-storegateway prometheus thanos-sidecar alertmanager

Traffic Metrics

" deploy/grafana

INBOUND TRAFFIC

SUCCESS RATE REQUEST RATE LATENCY




Chronicler — Keeping notes

Responder — Keeping track of alerts

(2x) Maestros — Running the experiments
Firefighter — Handling communication

Watcher — Monitoring for errors



Is it worth emulating users?
(Yes and no)



for next
steps.

What did we learn?






How many P1 alerts we triggered?

Left: Between 0 -5 Right: Between 6 - 15



We only got one
(1) P1alert

Good old Prometheus
(PrometheusisntancelsDown)

Action Items based on:
Pl alerts are too flexible
Or our tests were not aggressive
enough



What about P2 vs P3?

Left: More P2 Right: More P3



We
alerts

got P3

Triggered by LinkerD -

ProxylnboundSuccessRate
(You know what this means)

Action Items:
At least for monitorin
namespaces, P3->P2/P1



What about P2?

Left: We didn’t have Right: Eventual
any P2s consistency



i d at 20 mi
EventUCIHY we :l-:telligrl\ifgh%tepli::: or OOM
would get P2/P3
dlerts

Action Items:
Improve alerts on monitoring
namespaces
P3 at15’, P2 at 30’



A retrying mechanism would solve most of our problems and help a lot with
blank screens. Also, we are not as cool as we thought.

We introduced LinkerD's Retry fallback mechanism
Retries, timeouts and retry budgets

You can monitor them as well!



Thanks for
participating!

Have more questions?
eeeeeeeee

LinkedIn:


mailto:dtsoumas@gwi.com
https://www.linkedin.com/in/dionyshs-tsoumas-06573350/

