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OBLIGATIONS FOR MS ON OES

« |dentification of operators of essential services

« Minimum security measures to ensure a level of security appropriate to the risks

* Incident notification to prevent and minimize the impact of incidents on the IT systems that
provide services

« Make sure authorities have the powers and means to assess security and check evidence

of compliance for OES
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NIS COOPERATION GROUP

NIS Cooperation group

Chair: Rotating with EU presidency
Secretariat: European Commission

Biannual work program

Multiple work streams on different topics:

FENIS
" COOPERATION
GROUP =

WS1: OES
Identification criteria
(led by DE)

WS2: OES Security
measures
(led by FR)

WS3: Incident reporting
(led by RO)
(previously NL/PL)

WS4: Cross-border
dependencies
(led by EE)

WS5: Digital service
providers
(NL previously IE)

ENISA supports all work streams with drafting,
research, analysis, surveys, exercises, etc.

WS6: Cybersecurity WS7: Large scale WS9: National Cyber WS10: Digital
. - . WS8: Energy sector ers .
of EP elections incidents (blueprint) (led by AT) capabilities infrastructure
(led by EE/CZ) (led by FR/ES) y (led by AT/UK) (led by PL)
WS on 5G

cybersecurity
(FR/CZ/NL/FI/NL/SE/RO)
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NIS DIRECTIVE TIMELINE

August 2016
February 2017

August 2017

February 2018
9 May 2018

November 2018

May 2019

May 2021

‘6 months

12 months

18 months

‘21 months

27 months

33 months

(i.e.1 year after

transposition)

57 months
(i.e. 3 years after

transposition)

Entry into force
Cooperation Group starts its tasks

Adoption of implementing on security
and notification requirements for DSPs

Cooperation Group establishes work
programme

Transposition into national law

Member States to identify operators of

essential services

Commission report - consistency of
Member States' identification of OES

Commission review
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COMMISSION

Brussehs. 25.10.201%
COM{2019) $46 tmal

REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND
THE COUNCIL

assessing the conststency of the approaches taken by Member States in the Mentification
of speratory of essential services in accordance with Arvicle 23(1) of Divective
1016 1148EL on drcarity of ermork sud inforssation sy sess
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CYBERSECURITY ACT

- EUROPEAN
COMMISSION

Brussels, 13.9.2017
COM(2017) 477 froal

2017025 (CoD)

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

om ENISA, the "EU Cybersecurity Ageney'', and repealing Regalation (EU) $2672013,
and on Information and Commmuication Technology exybersecurity cectification
("Cybersecurity Act'')

(Text wath EEA releviaxe)

{(SWIX201T) 500 final}
{SWIX2017) 501 fial}
{SWIN2017) 4012 final)
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ENISA Reform

An EU Agency for Cybersecurity
Stronger Mandate
Permanent Status

Adequate Resources

EU Cybersecurity Certification
Framework

One framework, many schemes
Certificates valid across all MS
Roles for MS and ENISA

Voluntary and risk-based approach; any
need for mandatory schemes to be identified



THE EU CYBERSECURITY CERTIFICATION
FRAMEWORK
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COMING SOON: CYBERSECURITY CERTIFICATION
SCHEME FOR CLOUD SERVICES

NEWS ITEM
Cybersecurity certification: lifting the EU into the
cloud

A candidate cybersecurity certification scheme for cloud services is in the works by
ENISA, the European Union Agency for Cybersecurity.

Published on December 02, 2018
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AND THAT'S NOT ALL

* X %
Cybersecurity requirements becoming part * *
* PSD2 %

of sectorial regulation as well % 5
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THANK YOU FOR YOUR ATTENTION

European Union Agency for Cybersecurity
Vasilissis Sofias Str 1, Maroussi 151 24

Attiki, Greece

P] +30 28 14 40 9711

@ info@enisa.europa.eu

£ www.enisa.europa.eu



