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Threat Trends
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8 10out of 

Targeted by 
malware

5 10out of 

Targeted by 
cryptomining

2 10out of 

Targeted by 
ransomware

4      10out of 

Targeted by 
phishing

5     10out of 

Targeted by 
trojans

Threats continue to increase in sophistication but attackers often reuse the same 
infrastructure in multiple attacks leaving cyber fingerprints. What if you could use 
those fingerprints to uncover attacks before they launch?

Source: Cisco Umbrella Research 2019 
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Threats creates frequent, costly breaches

average cost 

of data breach

face risk of a major breach 

in the next 24 months

$3.92M

Source: Ponemon 2019 Cost of a Data Breach Study  

Threats and Breaches
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Users and Apps have Adopted the Cloud…

4

Security must too

50% 
of the workforce 

will be mobile

82%
admit to not 

using the VPN

70%
increase in 

SaaS usage

70% 
of branch 

offices have DIA

Security controls 
must shift to the cloud
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Advantages with Cloud Security
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Transformation to the SIG
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Firewall

Web Gateway

DNS-layer Security

Data Loss Prevention

Firewall

“SIG could potentially offset or displace some or all of the bulk of on-

premises solutions of yesterday (especially for branch office locations).”

- GARTNER
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Interactive 

threat intel

DNS-layer 

security

Secure web 

gateway

Cloud-delivered 

firewall
Cloud access security 

broker (CASB)

SASE 
(Secure Access 
Service Edge)

SD-WAN ON/OFF NETWORK DEVICES

SIG is now SASE
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Capabilities of a Secure Internet Gateway
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On & off corporate network

All ports & protocols

All internet & web traffic

All apps

All devices 

Port & protocol rules 

Content filtering

App control 

Data loss prevention 

DNS-layer security 

Web inspection 

File inspection

Threat intel access

Secure on-ramp to the internet, everywhere

Access live, correlated threat intelligence

ControlProtectionVisibility
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Start with DNS-Layer Enforcement
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 Deploy protection in minutes

 Block malware, phishing, command and 

control and unacceptable requests 

anywhere

 Stop threats at the earliest point and 

contain malware if already inside 

 Amazing user experience: faster internet 

access; only proxy risky domains

Safe 
request

Blocked 
request
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Cloud-Delivered Firewall
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 Provides firewall functionality 

at the cloud edge

 Protection at the first hop for DIA 

branch offices and roaming users

 Ability to enforce beyond DNS 

across all ports and protocols

 Begin with L3/L4; expand to L7
TUNNEL (IPSEC)

HTTP/S

Any deployment

FWaaSSWG full proxy

NON-WEB  SITE EXCLUSIONS

Internet
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Web Gateway
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Deep inspection and control of web traffic

 Gain deeper visibility and 

control of web traffic 

anywhere users go

 Flexibility to choose level of 

traffic sent to SIG: selective

or full proxy

 Multiple connection 

methods: IPSec tunnel, PAC 

files, VPN client etc

Full web proxy

Content 

control

App visibility & control

Data loss prevention

File 

inspection 

& blocking
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SIG: Policy Flow
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CASB

 Identity Security: Defend against compromised
accounts and malicious insiders with User and

Entity Behavior Analytics for better visibility and

detection.

 Data Security: Protect against data breaches

and exposures with configurable data loss-

prevention engine with automated policy-

driven response actions.

 App Security: Discovers and controls malicious

cloud apps connected to your corporate

environment and provides a crowd-sourced

community trust rating to identify individual

app risk.
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What Can You Get with Space Hellas Solution
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 No hardware or software installations  DNS and IP layer protection

 Predictive security enforcement  Roaming and mobile user protection

 Up to 100 categories of content filtering  Active Directory (AD) integration)

 Policy control by user, group, or network  Application discovery report

 Flexible reporting—standard or custom 

reports
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Space Hellas Solution, as Managed Service
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 Most clients see 
80% reduction in 
malware after 
deployment

 Spend less time 
cleaning infected 
devices thus 
increase 
profitability

Reduce malware 

by 80% 

 Identify and block 
threats in real-time 

 Global view of 
internet traffic 
data– 180 billion 
DNS daily requests 
from 90 million 
active users

Block attacks with 

predictive 

intelligence

 Simplest solution to 
deploy

 Start protecting 
users in minutes

 Powerful security 
without 
operational 
complexity

Deploy in minutes
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Space Hellas Expertise & Cisco Technology
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EXPERTISE RESPONSE

2 Hours 
repair time for 

customers with 

strict SLAs

>700 
certifications and 

accreditations

Multi-Vendors 

Support 

EFFICIENCY

24/7
Service-Desk  

with more than 

40.000 calls 

yearly

EFFECTIVENESS

>12.000 
on-site visits 

executed yearly

AVAILABILITY

>€2 MM
readily available 

backup 

equipment 

spread all over 

the country 
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