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Estonia

500 million digital
signatures

95% taxes declared
online

1/3 of votes cast
online

1 of 50 medical
prescriptions on

paper




Estonia
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Trust & confidence

Secure architecture by
design:

E-identity
X-road
State Network
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New strategy

2019- 2022 NSCS

* Creation of National
Cyber Security
Centre (NCSC)

e Reform of baseline

standard (new ISKE)
* Focus on prevention

* International
cooperation




Cyber Security Branch of RIA

STANDARDS &
SUPERVISION

ANALYSES &
PREVENTION

CERT 24/7




How do we
protect?

Shared responsibility
every agency counts

Baseline security
standards

ISKE,

SO 27001

Awareness
CERT 24/7,
information sharing

' A S
: e ‘
- -~ - o 1 |,': ':' ’ ,L':' -
i - L T -4
- e - "‘“': no'f'~”"“|9 ""M
e T A
. - ._19:"' T L
—— : @ ’
o — g oy ‘"'u".‘.‘.(uvu - i :
e . -
, o - '.,ruv-wﬂl ~"' ; - - A
. it bt
- — jart "t e
- - A ,ul'.'\Mm - ' o
s . o WA
m o P " ‘m W-

Ay
- =~ o Lt
- St tuﬁhﬁd.“uc
B — :
, v B legthNar (L1 8 '
, ¢ - g »ow
SR S V. R a1, bt S !
- .. - -\'.nﬁ-vv’.'?'-n.k_.“r — '.-.

- - AT T 0
» A BT c.‘r ot r-tog v et ™

b4 T e L TR T R

— IR L0 |, et DA
- e e o L R LIUIEA
.”.‘ < v e oot iy ——

T M- |, o
R | 't'.'{,m_.lm - “
U e o Lol T ol
e Ortlertangy
B e e e
. - '\L\.’u'm'

St

R Pty | Iy

[ SAheus ¢

s L cprin)
A~ .I""L




How do we
protect?

Community
systematic
engagement

Collective brain
synchronization
(exercises, trainings)

Cyber hygiene
awareness




RIA

Community

Protection of critical
infrastructure
baseline standards

Screening of Estonian
Internet ecosystem

Large scale cyber incidents
central coordination
authority

Preparedness
plans, excercises




REPUBLIC OF ESTONIA

INFORMATION SYSTEM AUTHORITY

Thank you!

Piret.urb@ria.ee



