5 CYBERARK®

Enable secure access for
any identity, human or
machine, to any resource or
environment from
anywhere, using any device
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IDENTITY SECURITY TRENDS
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The move to The expansion of Securing digital

remote work privileged identities transformation
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Forbes estimates 30% of
employees now primarily
work from home
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2. EXPANSION OF PRIVILEGED IDENTITIES

Y\ Iy, e A T B & D

‘CREDENTIALS ARE THE FAVORITE
DATA TYPE OF CRIMINAL ACTORS”

CYBER ATTACKERS
8 O O/ CONTINUE TO INNOVATE
63%

OF BASIC WEB APPLICATION of organizations have faced
ATTACKS ATTRIBUTED TO Fil il :

STOLEN CREDENTIALS a SUcCCessiul Ccy ersecurlty
attack due to an Identity

- 2022 Verizon Data Breach Investigations Report SeCU ”ty related iSSUG ’
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s security Incident
What happened?
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.' Tor Browser File Edit View History Bookmarks Tools

The-Hidden-Wiki.com - Hidden..

About Me

Whoam | ?

Bio

Window Help

HaaS: Hacker as a Service

dition Affichage Historique Marque-pages Outils Fenétre Aide = 4 100% (=D ven. 16 aolt 01:02
Rent-A-Hacker - Hire a hacker for every job you can imagine, from DDOS to completely ruining people or destroy reputation of a company or individual

Amazon Business | [[l Rent-A-Hacker - Hire a hacker ... DrugMarket 504 Gateway Time-out

Rent-A-Hacker EIEDEDES

Rent-A-Hacker

Experienced hacker offering his services!

(Illegal) Hacking and social engineering is my bussiness since | was 16 years old, never had a real job so | had the time to get
really good at hacking and | made a good amount of money last +-20 years.

I have worked for other people before, now im also offering my services for everyone with enough cash here.

Prices:
Im not doing this to make a few bucks here and there, im not from some crappy eastern europe country and happy to scam
people for 50 euro.

- Oday Exploits, Highly personalized trojans, Bots, DDOS
- Spear Phishing Attacks to get accounts from selected targets

IS IITG DN

- Web (HTML, PHP, SQL, APACHE)

- C/C++, Assembler, Delphi

- Oday Exploits, Highly personalized trojans, Bots, DDOS

- Spear Phishing Attacks to get accounts from selected targets

- Basically anything a hacker needs to be successfull, if | dont know it, ill learn it very fast
- Anonymity: noone will ever find out who i am.

Soclial Engineering skills:

- Very good written and spoken (phone calls) english and german.

- If i cant hack something technically ill make phone calls or write emails to the target to get the needed information, | have had
people make things you wouldnt belive really often.

- Alot of experience with security practices inside big corporations.

What ill do:

Ill do anything for money, im not a pussy :) if you want me to destroy some bussiness or a persons life, ill do it!
Some examples:

Simply hacking something technically

Cancinn alat af terhnical trauhle an waheitee / natwarlke tn dierunt thair carvicra with NNNS and nther methnrde

» o = 4




- Social
engineering and
multiple MFA
attack vectors

- Harvesting
credentials for a
PAM solution that
allowed the
attacker to gain
high-level
access, escalate
privileges, and
exfiltrate.
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ADVERSARY CREDENTIAL ACCESS DISCOVERY DISCOVERY
User credentials MFA spam for VPN Intranet Scanned PowerShell Scripts on

bought on dark web authentication

Network Drive
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EXFILTRATION ACCESSTO PRIVILEGE ESCALATION PRIVILEGE ESCALATION
Exfiltrate secrets and SECRETS FROM Credentials used to _authenticate PAM scri_pt contained ad_min
data from network PAM SERVICE PAM service credentials to PAM service
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Russia-Ukraine War | Cyber Warfare Aspect

Ukraine has been a permanent target of cyber-attacks since
2014. Thousands of attacks occur every month, making
Ukraine the “perfect sandbox for those looking to test

new cyberweapons, tactics and tools” POLITICO

Examples of cyberwarfare:

An attack on the communication systems of the Kyiv Post and the
KA-SAT satellite network an hour before the invasion (24 Feb 2022)

An IsaacWiper attack against government websites (25 Feb 2022)

A cyber-attack targeting a border control station with the aim of
preventing refugees from entering Romania (25 Feb 2022)

Attacks on Ukraine's digital infrastructure, blocking access to financial
services and energy (28 February), etc.

* European parliament briefing paper “Russia's war on Ukraine: Timeline of cyber-attacks” (June 2022)

EPRS| European Parliamentary Research Service

Figure 1 -Timeline of cyber-attacks on Ukraine
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Source: Data compiled by EPRS; Graphic by Lucille Killmayer.

Distributed denial-of-service | D05} attack simed at filtering and
re-muting anfine trafic to Bussian-ocoupled Uksinlan berrbores

Cyberttack against Odesa ey Council in parallel to missibe attack
against (desa's residential aeeas

Cyberattack on Ukraine's national postal service,

Ukrainian citizers payment data docessed via sodal media
P survey.

Public banking data aceessed via Trjan malware,
Artempt 1o ingermugit power statke

Hackess steal media and government entities’ user oredentizhs.
Hackers steal Ukrainian government officials’ user credentials.

Mars5teader plunders Ukeainaan cilizens and organisations
user gredentiabs

Cyberattacks against Ukrtelecom and WordPress websites.
LoadEdge backdoor used bo install survellance software
Phishing emails tamet several organisations
Phishing emails target Ukrainian goeemment and military.

Hacked T station Ukraine 24 falsely reports that President
Telenskyy has called on the population o semender,

LCadidyV¥iper malware infiltrates several Ukrainian organisations'
computer systems,

[Cyhersttack on a telecommunications service provider.
Phishing attacks agamst citizens and govemment services.

Makware launched against non-governmantal,
tharity and aid ceganisations.

Artacks on Ukraine's digital mérastructure deable access
1 financial and energy resouses.

lssacWiper attack against govemment websites and a cyberattad
aimed at a border check-poink,

Attack agairst the KA-5AT satellite network facilitates
Russiam invasion,

Gavernment websites tangeted, and the Hermeti'Wiper malware
impacts fimancial, IT and avistion sctor ananisations

D005 atack disables Ukrainian government, banks ind radio
websites for seweral hours.

Hackers diplay "Wait for the werst’ message on 710 gawemment
wehsites.

Mitrasaft reparts the existence of malware targeting the
Ukrainian governmant and several non-prafit and infarmation
technalogy organisations,

March
M4

Di0laf attack aims at destabilising Ukainian
computer networks and communications,
diverting attention fram Russian troop
opesalions in Crimea,

May Pro-Russian hackiivist group camies cwt
4| aseries of cyberattacks to manipulate voting
in Ukraime presidential elections {malware
was removed but the election count was
delayed)
December Dillot attack affects call centres and the
M netwirk af three enengy dstribution
Eompanies, cising pawer cutages for
wver 230 000 comsumers.
Lanwary Diruptiaons in a Kyiv substation result
bl ] in a ane-howr power bilackout:
June MoiPetya malware hits Charnoby
217 nuclear power plant and infects multiple
government and financial institutions,
postal servioes, newspapers, transpon
infrastructure and barinesses
July Artempted cyberatiad on Auly chlorine
g distillation station, which serees 13 Ukrainian
provinges.
Febraary 0 Antempled cpberattack targets Ukaine's
N seourity service websites.
022




Russia-Ukraine War | Top Attack Types
MITRE | ATT&CK’

Disk Wipe 1. Disk Wipe
Sub-techniques (2) i ID: 71561 (Wi per)

rupt availability to system

‘direct access to the hard drive =] Permissions Required: Administrator,

d.

To maximize impact on the target organization in operations where network-wide availability interruption is the goal, malware used fo| SYSTEM U t
, USET, roo . peracemen

worm:-like features to propagate across a network by leveraging additional techniques like Valid Accounts, OS Credential Dumping, an
Shares [1]

T T
Last Modified: 28 March 2020

Data Component Detects
N Live Version 3 i Cybe r
Mit} command Monitor executed commands an E .
® | Execution numbers in a network to interrup Sp|0 nage
M10 ps that can be used to restore organizational data.? Ensure backups are stored off system and is protected
Drive Access Monitor for newly constructed dr 4 IVI I
Det like the partition boot sector, ma . dalware
D
DS00 i . . for unusual kernel driver installation activity.
Drive Monitor for changes made to dri Ph h
DS00 M 0 d Iﬁcat I'D n IIk‘E‘ thE pa rtItIO n bcot SECt‘D r' ma e for attempts to write to sensitive locations like the partition boot sector, master boot record, disk partition 5 - I S I n g
for attempts to read to sensitive locations like the partition boot sector, master boot record, disk partition table,
Driver Load Monitor for unusual kernel driver
DS00 N . isk data on specific systems or in large numbers in a network to interrupt availability to system and network
| numbers in a network to interrup e ’ ’ N 6. Hack and
Ds00| ific systems or in large numbers in a network to interrupt availability to system and network resources. L e a k

Process Creation ~ Monitor newly executed processe
a network to interrupt availability
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~ CY B E R AR K ‘ Why CyberArk v Products v Solutions v Services & Support v Company v Demos & Trials v Q @

The Identity Security Company

CYBERARK BLUEPRINT
FOR IDEMITY SECURITY CYBERARK"

— R TN T

A vendor-agnostic framework for assessing your current
strategy and defining a roadmap for success.

 Prevent credential theft
» Stop lateral and vertical movement

* Limit privilege escalation & abuse
CHART YOUR COURSE E‘ﬁ\f Best Practice

Practical guidance across the people, process and
technology domains.

FOR IDENTITY SECURITY SUCCESS

Identity Security offers organizations the peace of mind that their most
critical assets are secure while accelerating business agility. But putting
a plan in place that effectively secures the expanding number and
types of identities and their access can feel daunting. The CyberArk Self-Service
Blueprint was designed with this in mind, allowing organizations to g
better understand the attack chain, assess their own security, educate

themselves on Identity Security best practices, and ultimately help

them build a plan to measurably reduce risk. You don't have to go it

alone, and the Blueprint is here to be your companion for the journey

ahead. O()O.
OQC' Comprehensive system of materials including videos,

Accelerate your Identity Security journey with self-service
resources available on-demand.

Ecosystem

whitepapers, blog articles and toolkits.




@ C Y B E R A R K ' THREAT RESEARCH BLOG  TOOLS RESOURCES  THREAT ANALYSIS SERVICE
Press E to exit full screen

CYBERARK LABS

Innovation From the Cutting Edge of Cybersecurity Research.

FEATURED RESEARCH

BLOG BLOG BLOG BLOG

The Linux Kernel and the Breaking Docker Named Inglourious Drivers — A Chatting Our Way Into

Cursed Driver Pipes SYSTEMatically: Journey of Finding Creating a Polymorphic
Docker Desktop Privilege Vulnerabilities in Drivers Malware

Escalation — Part 1

BLOG BLOG BLOG BLOG
What | Learned from Decentralized Identity Decentralized Identity Fantastic Rootkits: And
Analyzing a Caching Attack Surface — Part 2 Attack Surface — Part 1 Where to Find Them

Vulnerability in Istio (Part1)
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200+ Certified Partners
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The FIRST and ONLY Leader in Both Gartner® Magic Quadrant™
Reports for Access Management and PAM. EVER.

Gartner evaluated more than 20 vendors across the two reports, and CyberArk is the only Leader in both Access
Management and Privileged Access Management.

Magic Quadrant for Privileged Access Management
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One Identity (Onelogin)
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Gartner and Magic Quadrant are registered trademarks of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein with permission. All rights reserved.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions
of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

Gartner® Magic Quadrant™ for Privileged Access Management, by Michael Kelley, James Hoover, Felix Gaehtgens, Abhyuday Data, 19 July 2022

Gartner® Magic Quadrant for Access Management, by Henrique Teixeira, Abhuday Data, Michael Kelley, James Hoover, Brian Guthrie, 1 November 2022

As of August 2022 © Gartner, Inc
Gartner

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from CyberArk.



